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Data Science Is the discipline of transforming data to knowledge

Critical complex /

systems Managing large,

distributed data

Learning patterns of behavior
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Cyber and Infrastructure Resilience Program

We build towards a future where:

Mission;

Produce technologies and solutions that
ensure the sustainable and resilient
functioning of our national infrastructure
¢ both physical and virtuag in the face of
cyber, physical and environmental
challenges

-

Energy is supplied by 100% renewable sources,
eliminating both negative impact on the
environment as well as reliance on foreign powers
for energy

Our infrastructure systems are intelligent and
self-healing, making them resilient to cyber and
physical disruption

National borders are fully secure to illegal activity,
but appear transparent to legitimate commerce

Clean water is abundant and available where it is
needed
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Problem: Transformer failure prediction in smart grids

A Predict transformer failures/repair strategy accurately, quickly, and economically,
based on disparate temporal multimodal data

If we do not
If we are improve
successful... controls and
analytics

Report of Customer
Outage

Transformer fire Not fire

Report of
Transformer Issue
and Location

Manual Reconfiguration
instructions

Manual Reconfig
and Repair Plan

Optimal
Reconﬂguratlan

Outcome Outcome
1. No outage, 1. 4+ Hour Outage
2. Utility Savings 2. Transformers Replaced
3. Customers rewarded 3. Customers lost generation time
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Discovering risky behavior in power grid through Machine
Learning

A Few examples of transformer failure / erratic behavior

A Approach the problem as unsupervised learning task: From micro PMU measurements, we want to
learn

Change points

Segments with the
same statistical
behavior

Drifting Normal Erratic
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Fingerprints discovered In data
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Data Compression

A Lots of datato reduce size it can be compressed

A How does compression affect the data?

Compression Ratio
100 3 13 E
—©— Pi compression

90 - - Compression Level = 0.00050
""""" Best Lossless compression ‘ : i

Compression Level = 0.00100

A frequency
Uncompressed [
Compressed

A frequency
Uncompressed [
Compressed

ey M‘mu,
107} |

- 2
10 - ‘

1
—
(=)

(=)

50 -

Amplitude
al

40 -

Amplitude

30

Packing Fraction (%)

20~

10~

0 P PP ot o occccr —f)- - : 10 2 ' '””_1 — 0 “2 . 1 . ‘H.HU
-5 -4 -3 2 -1 10 10 10 10 10 10 10 10
10 10 10 10 10 Frequency (H)

i [ F Hz
Pi Compression Level requency (Hz)

Lawrence Livermore National Laboratory N A'SE{%

LLNL-PRES-774213

National Nuclear Security Administration



Signal Deviation
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